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1. Introduction

Using BEFINE cryptshare you can exchange files simply with business partners - without support by IT
department and anyway secure. BEFINE cryptshare therefore provides a simple solution in terms of a

specialised web application that is optimised exactly for this functional specification.

The following instruction shows how to provide or retrieve files via BEFINE cryptshare. Each essential

step is explained and shown as screenshot.
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2. Landing Page

When you open cryptshare, you can choose
one of two options:

a) you can provide a file for a recipient
inside or outside of your company or

b) you can retrieve a file that somebody has
provided for you.

G E?Ni'yptshar e Dateiiibertragung

verschliisselt und stressfrei

® Deutsch

Dateien einfach (ibertragen

Wenn Sie Dateien an eine andere Person ubertragen méchten, wahlen
Sie bitte "Bereitstellen”. Falls Sie eine Transferkennung erhalten haben
und die zugehdrigen Dateien abrufen méchten, wahlen Sie bitte
"Abrufen”.

| Bereitstellen
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3. Providing Files

(1) Enter sender’s data

cryptshare will ask you to enter the sender's data.
This data is required to inform the recipient
accordingly and to enable him to call back the
sender and ask for the password.

The data can be saved for 30 days as a cookie,
so it does not have to be entered again with
every file transfer. When cryptshare is being
used again, the remaining time period is
automatically reset to the specified number of
days again.

encrypled and stress-froe|

G i?i'yptshar € File Transfer

n Sender ElRecipients E] riles K}

Please provide your contact information. The recipients may use this
information to contact you and get the password.

Your name: |Joe Doo |

Your phone #: {-4§ 7612339130 ]

Your e-mail address: joe dos@enptsharecom |
/ Save these inputs for 30 days.

Notes:

« Allfields are mandatory.
« Inputs will be stored in a cookie

¥.2.4.0 licensad to

(<) 2010 befine Solutions AG

@cryptariore

e ﬁl‘mg Februar 2010




Iser Manual CryptShare File Transfer

(2) E-mail verification

If the sender has not used cryptshare from his
browser before, the system requires a
verification of his e-mail address to make sure
it is authentic. In order to accomplish
verification, the sender receives a verification
code via e-mail sent by the cryptshare server.

Betreff:  Ci mail verificati

Dear Sir or Madam, T

you are about to initiate a filetransfer using
https://cstest.it-connect.de.

The system requires a verification of this e-mail
address.

To continue, please enter the following code on the
verification page:

F5XaFaVpFq

This message has been generated automatically.

(3) Verification process
Accomplishment of sender verification

The sender can copy the verification code out
of the e-mail and paste it into the entry field in
cryptshare. The successful verification will be
saved as a cookie.

ocryptshar € File Transfer ‘

nSGnder B Recipionts B Files 3 D0R0

The e-mail address provided has not been verified with this browser,
or the verification has expired after 30 days.

An e.mail containing 3 verification code has been sent to
' Jane doe@erypishare.com ‘. Please enter the code below to
complete the verification process.

Verification code: 8fGHauGnG ]

V.2,4.0 licensed to () 2010 befine Solutions AG
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(4) Entering Recipient Data

In the following dialogue, cryptshare asks for the
recipient data.

This data will be used to send an automatic
information mail to the recipient containing a link
to the provided file.

The mail will also contain the sender's phone
number, so that the recipient can contact the
sender in order to ask for the password or for
further inquiries.

Enter a password of your choice. Please note the
minimum  password length set by the
administrator.

You can add a comment for the recipients that
will be part of the automatic e-mail notification.

It is not recommended to type the password into
the comment field for security reasons.

£ Sender B Recipients EjFiles

Enter the email adresses of the recipients and seperate them with a
delimiter, You can also insert email kists from an external source using
the clipboard.

In the lower area define a password needed for receiving the provided
files, After ion the reapi will get & in the selected
language informing them about the provided files. You can add an

additional comment to this message.
‘

for recipient addresses:

Defined recipient e-mail addresses:

| Janen | [7) a
Password: [ \
Repeat: [ |
(Minimum 8 characters)
‘Comment for the recipients:
Subject .
|
(This messagetext will be transferred unencrypted)
Language of notification: > ok
German

Continue

V.2.4.0 licansed to befine Solutions AG (<) 2010 befine Solutions AG
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(5) Select a File
Choose the file(s) that you would like to transfer.

cryptshare will initiate the encrypted transfer and
storage on the server.

Qéiyptsharé File Transfer

encrypled and

 £nglish

Qsender @ recipiens [ Files m

Select the files you want to provide. Please note that the maximum
tranfer volume (sum of file sizes) is 2G8.

File: befine_Cryptshare_datashest_e...

7 Expose filenames in notification mails
 Inform me as soon as a file has been retrieved

~ Discard cryptshare cookies after upload

V.2.4.0 licensed to (<) 2010 befine Solutions AG
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(6) Done

When the file has been uploaded
successfully to the cryptshare server, the
recipient will automatically be notified that a
file has been provided for him.

The information contains a link that the
recipient can use to retrieve the file.

encrypled and stress-froe

Gcr yptshar € File Transfer

g sender B Recipients @i [E) Done

The files have been stored and encrypted. They will be available until
November 4, 2000, After that, they will be deleted automatically. A
notification has been sent to

* jane.doe@crypishare.com

your number. The recipi will contact you for
the password in order to retrieve the files.

New file transfer

V.2,4.0 licensad to 1¢) 2010 bafine Solutions AG
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4. Retrieving files

(1) E-mail notification

| Betreff:  Files (I for com: certified_parmer. PG

I»

Dear Sir or Fadam,

As soon as someone provides files via
cryptshare an automatically generated e-mail
W|” Inform the reCIpIent * certified_partner_cryptshare.lPo

to the folloxing recipients:

you have provided the files

fane. doedicryptshare.
In order to get the password please contact the ' lane.deelcryptshare.cos
sender via phone. YU mAGe the {OLLOMLAE e s i

The recipients have received an informational message. The
files are available until fFebruary 21, 2010 and will be
deleted automatically after this date. You will be notified
for each file that is retrieved.

This message has been generated automatically.

(2) Enter password

° E:E‘f'yptshar € File Transfer

encrypled and sfress-frag|

By clicking on the link in the information
message, the recipient will get to the
cryptshare server.

n Transfer ID Bl pownload

Please enter the transfer ID and the password to decrypt and

There he will be asked for the correct T e
password. The file ID will automatically be EE onied (e Mo Do Rt nieinemBon e mat. for
taken over from the information message. -
Password: ssssssss
Notice: All fields are mandatory.

¥.2.4.0 licansed to (¢) 2010 bafine Salutions AG
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(3) Download file

The provided file is being displayed. The
download can be initiated by clicking on the file
name.

The file transfer is now complete.

Qi?i'yptshare“ File Transfer

encrypled and siress-froe|

B Transfer 10 n Download

The following files are stored under this transfer ID. Please click on a
filename to start the download.

@mwcu

These files have been provided on February 11, 2010 and are available
until February 21, 2010.

V.2.5.0 licansad to {€) 2010 befine Solutions AG
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(4) E-mail notification

The sender receives an automatically generated
notification mail when the recipient has
downloaded the provided file.

Betreff:  File has been downloaded: : certified_partner_cryptshare.png

Dear Sir or Madam,

the download of a file
('certified_partner_cryptshare.png’) that you provided
for has been
completed. Please note that this does not imply that
the user has saved the file correctly.

This message has been generated automatically.
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